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DETAILED ACTION 

1 . This office action is in response to Applicant's amendment filed on November 3, 
2005. Claims 9, 10 and 35 have been amended. Claims 1-39 are pending. 

Oath/Declaration 

2. The Examiner withdraws the objection to the oath/declaration 

Specification 

3. The Examiner withdraws the objection to the specification. 

Claim Rejections - 35 USC §112 

4. The Examiner withdraws the rejection of claims 5, 12, 22 and 24 under 35 U.S.C. 
112. 

Claim Rejections ■ 35 USC § 101 

5. The Examiner withdraws the rejection of claims 1 -7 and 1 3-39 under 35 U.S.C. 
101. 

Response to Arguments 

6. Applicant's arguments with respect to claims 1-39 have been considered but are 
moot in view of the new ground(s) of rejection. 

Claim Rejections - 35 USC § 103 

7. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
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the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

8. Claims 1, 3, 5-7 and 13-14, and 16-17 are rejected under 35 U.S.C. 103(a) as 

being unpatentable over Hirota et al. (hereinafter Hirota) U.S. Patent 6,856,431 in view 

of Tagawa et al. (hereinafter Tagawa) U.S Patent 6,615,192. 

As per claim 1 : 

Hirota teaches a method of accessing an encrypted track on a removable media 
with a device, the track comprising frames having content, the method comprising: 
authorizing the media; (Col. 3, lines 64-67; Col. 57, lines 24-31) 
decrypting the track by a process comprising: 

(a) calculating a media unique key; (Col. 10, lines 26-29; Col. 57, lines 63-65; 
Col. 59, lines 3-18) and thereafter 

(b) decrypting a title key stored in the memory of the device with the media 
unique key; (Col. 10, lines 24-25; Col. 59, lines 65-66; Col. 60, lines 5-6) and thereafter 

(c) decrypting a group of frames; (Col. 42, lines 34-35; Col. 60, lines 10-11) 

(f) repeating (a) through (e) until the entire track is completed. (Col. 47, lines 25- 
27; Col. 60, lines 11) 

In addition, Hirota further discloses when the playback of audio objects which 
create audio tracks ends, the following audio object is read and when the playback of 
the following audio object commences, the corresponding management information is 
read and overwritten into the internal memory of the playback device to take the place 
of management information that was hitherto stored. (Col. 5, lines 34-39; Col. 20, lines 
52-61) 
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Hirota does not explicitly disclose deleting the decrypted title key; and deleting 
the media unique key. 

Tagawa in analogous art, however, discloses the title and disc key may be 
deleted whenever copying is performed. (Col. 8, 56-61; Col. 11, lines 32-33) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the method disclosed by Hirota to include 
deleting the decrypted title key and deleting the media unique key. This modification 
would have been obvious because a person having ordinary skill in the art would have 
been motivated to do so, as suggested by, Hirota (Col. 4, 17-19) in order to minimize 
the damage caused by the exposure of one of the encryption keys. 
As per claim 3: 

The combination of Hirota and Tagawa teaches all the subject matter as 
discussed above. In addition, Tagawa further discloses 

decrypting a doubly encrypted title key stored in the media with a session key 
calculated while authorizing the media to produce a singly encrypted title key; (Col. 59, 
lines.65-67; and 

copying the singly encrypted title key from the media into a memory of the 
device. (Col. 60, lines 4-6) 
As per claims 5 and 14: 

The combination of Hirota and Tagawa teaches all the subject matter as 
discussed above. In addition, Hirota further discloses a method wherein the group of 
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frames comprises less than one to about five seconds of content in a decoded or 
decompressed form. (Col. 15, line 51) 
As per claim 6: 

The combination of Hirota and Tagawa teaches all the subject matter as 
discussed above. In addition, Hirota further discloses a method wherein decrypting the 
track comprises decrypting one or more files, the files comprising the frames. Col. 42, 
lines 34-35; Col. 60, lines 10-11) 
As per claim 7: 

The combination of Hirota and Tagawa teaches all the subject matter as 
discussed above. In addition, Hirota further discloses a method comprising decoding 
and decompressing the track. (Col. 42, lines 34-40) 
As per claim 13: 

Hirota teaches a system for enabling a device to read an encrypted file having 
encrypted content from a media, and to write an encrypted file having encrypted content 
to a media, the system comprising: 

a computing unit, and a system memory; (Figure 52, items 3, 4 and 10) 

interface means for receiving commands from the device; (Figure 52, item 1) 

secure dynamic decryption means configured to: 

(a) copy an encrypted title key from the media to a memory of the device, (Col. 
12, lines 16-61; Col. 46, lines 10-11) 
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(b) decrypt the encrypted title key, (Col. 10, lines 24-25; the FileKey used for 
encrypting the written data is itself encrypted; Col. 59, lines 65-66; Col. 60, lines 5-6; 
FileKey is decrypted using the master key) 

(c) decrypt a portion of encrypted content with the decrypted title key, (Col. 42, 
lines 34-35; descrambler for decrypting frames using different FileKey for each file; Col. 
60, lines 10-1 1; AOB is decrypted using the encryption key FileKey) 

(e) repeat a-d such until all of the content of the file has been decrypted, and 
wherein the decrypted title keys reside in and are accessible only to the secure means 
of the system. (Col. 47, lines 25-27; Col. 60, lines 11; music is simultaneously played) 

In addition, Hirota further discloses when the playback of audio objects which 
create audio tracks ends, the following audio object is read and when the playback of 
the following audio object commences, the corresponding management information is 
read and overwritten into the internal memory of the playback device to take the place 
of management information that was hitherto stored. (Col. 5, lines 34-39; Col. 20, lines 
52-61) 

Hirota does not explicitly disclose delete the decrypted title key. Tagawa in 
analogous art, however, discloses the title and disc key may be deleted whenever 
copying is performed. (Col. 8, 56-61; Col. 11, lines 32-33) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the method disclosed by Hirota to include 
deleting the decrypted title key and deleting the media unique key. This modification 
would have been obvious because a person having ordinary skill in the art would have 
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been motivated to do so, as suggested by, Hirota (Col. 4, 17-19) in order to minimize 
the damage caused by the exposure of one of the encryption keys. 
As per claim 16: 

The combination of Hirota and Tagawa teaches all the subject matter as 
discussed above. In addition, Hirota further discloses a system wherein the interface 
means and secure dynamic decryption means are stored in a system memory of the 
device. (Col. 42, lines 29-42) 
As per claim 17: 

Tagawa and Dolan teach all the subject matter as discussed above. In addition, 
Tagawa further discloses a system wherein the interface means and secure dynamic 
decryption means are executed by the computing unit. (Col. 42, lines 34-56) 
9. Claims 15 and 18-19 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Hirota et al. (hereinafter Hirota) U.S. Patent 6,856,431 in view of Tagawa et al. 
(hereinafter Tagawa) U.S Patent 6,615,192 and further in view of Lauetal. (hereinafter 
Lau) United States Letter Patent Number 5,790,423. 
As per claim 15: 

The combination of Hirota and Tagawa teaches all the subject matter as 
discussed above. Both references do not explicitly disclose a system comprising a 
digital signal processor. 

Lau in analogous art, however, discloses a system comprising a digital signal 
processor. 
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Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the method disclosed by Hirota and 
Tagawa to include a system comprising a digital signal processor. This modification 
would have been obvious because a person having ordinary skill in the art would have 
been motivated to do so in order not to provide a real-time digital signal processing. 
As per claim 18: 

The combination of Hirota, Tagawa and Lau teaches all the subject matter as 
discussed above. In addition, Lau teaches a secure dynamic decryption means is stored 
in memory of the digital signal processor, and executed by the digital signal processor. 
(Col. 7, lines 4-18) 
As per claim 19: 

The combination of Hirota, Tagawa and Lau teaches all the subject matter as 
discussed above. In addition, Lau further discloses a system wherein the interface 
means is executed by the digital signal processor. (Col. 2, lines 50-Col. 3, line 13) 
10. Claims 20-27, 28, and 38-39 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Hirota et al. (hereinafter Hirota) U.S. Patent 6,856,431 in view of 
Tagawa et al. (hereinafter Tagawa) U.S Patent 6,615,192 and in view of Saxena et al. 
(hereinafter Saxena) U.S. Patent 5,805,821. 
As per claim 20: 

Hirota teaches a system that enables a device to decrypt a file having encrypted 
content on a secure medium, the system comprising: 
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one or more user interface modules for receiving commands from the device; 
(Figure 52, item 1) 

a security engine for decrypting the encrypted content and the one or more 
encrypted keys sent from the secure medium to a memory of the device, the decrypted 
keys used to decrypt the encrypted content, (Col. 42, lines 34-40) wherein 

the one or more keys are contained in an encrypted data segment, and the 
security engine (a) decrypts one or more of the keys, (Col. 10, lines 24-25; Col. 59, lines 
65-66; Col. 60, lines 5-6) (b) decrypts a portion of the encrypted content using the one 
or more decrypted keys, (Col. 42, lines 34-35; Col. 60, lines 10-11) and (d) repeats (a)- 
(c) until all portions of the content are decrypted. (Col. 47, lines 25-27; Col. 60, lines 11) 

In addition, Hirota further discloses the playback apparatus includes a card 
connector for connecting the playback apparatus to the flash memory card. (Col. 42, 
lines 27-28) and when the playback of audio objects which create audio tracks ends, the 
following audio object is read and when the playback of the following audio object 
commences, the corresponding management information is read and overwritten into 
the internal memory of the playback device to take the place of management 
information that was hitherto stored. (Col. 5, lines 34-39; Col. 20, lines 52-61) 

Hirota does not explicitly disclose an applications programming interface for 
receiving the commands from the one or more user interface modules and managing 
the retrieval and storage of encrypted content from the secure medium; and delete the 
decrypted title key. Tagawa in analogous art, however, discloses the title and disc key 
may be deleted whenever copying is performed. (Col. 8, 56-61; Col. 11, lines 32-33) 
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Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the method disclosed by Hirota to include 
deleting the decrypted title key and deleting the media unique key. This modification 
would have been obvious because a person having ordinary skill in the art would have 
been motivated to do so, as suggested by, Hirota (Col. 4, 17-19) in order to minimize 
the damage caused by the exposure of one of the encryption keys. 

Both references do not explicitly disclose an applications programming interface 
for receiving the commands from the one or more user interface modules and managing 
the retrieval and storage of encrypted content from the secure medium. Saxena in 
analogous art, however, discloses an applications programming interface for receiving 
the commands from the one or more user interface modules and managing the retrieval 
and storage of encrypted content from the secure medium. (Col. 18, lines 34-43) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the system disclosed by Hirota and 
Tagawa to include an applications programming interface for receiving the commands 
from the one or more user interface modules and managing the retrieval and storage of 
encrypted content from the secure medium. This modification would have been obvious 
because a person having ordinary skill in the art would have been motivated to do so, 
as suggested by, Saxena (Abstract) in order to provide a capability for specifying 
commands for execution by the user interface and in response to the command for 
controlling at least on storage device using a synchronous application program 
interface. 
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As per claim 21: 

The combination of Hirota, Tagawa and Saxena teaches all the subject matter as 
discussed above. In addition, Hirota further discloses a system wherein the content is 
encoded in the AAC, MP3 or WMA format. (Col. 56, Iin14-18) 
As per claim 22: 

The combination of Hirota, Tagawa and Saxena teaches all the subject matter as 
discussed above. In addition, Hirota further discloses a system wherein the one or more 
keys are in a decrypted state for the time it takes to decrypt and process less than one 
second to about five seconds of decoded content. (Col. 5, lines 34-39; Col. 20, lines 52- 
61; Col. 15, line 51) 
As per claim 23: 

The combination of Hirota, Tagawa and Saxena teaches all the subject matter as 
discussed above. In addition, Hirota further discloses a system wherein the data 
segment comprising the one or more encrypted keys is buffered and decrypted in 
fractional portions. (Col. 58, lines 20-32) 
As per claim 24: 

The combination of Hirota, Tagawa and Saxena teaches all the subject matter as 
discussed above. In addition, Hirota further discloses a system wherein the fractional 
portion is about 512 bytes. (Col. 57, line 61) 
As per claim 25: 
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The combination of Hirota, Tagawa and Saxena teaches all the subject matter as 
discussed above. In addition, Hirota further discloses a system wherein the device 
comprises a computing unit, system memory, and a hardware interface. (Figure 52) 
As per claim 27: 

The combination of Hirota and Tagawa teaches all the subject matter as 
discussed above. In addition, Hirota further discloses a system wherein the interface 
means and secure dynamic decryption means are stored in a system memory of the 
device. (Col. 42, lines 29-42) 
As per claim 28: 

The combination of Hirota and Tagawa teaches all the subject matter as 
discussed above. In addition, Hirota further discloses wherein the interface means and 
secure dynamic decryption means are executed by the computing unit. (Col. 42, lines 
34-56) 

As per claims 38 and 39: 

The combination of Hirota and Tagawa teaches all the subject matter as 
discussed above. In addition, Hirota further discloses wherein the security engine 
further comprises a random number generator, the generator utilizing two or more 
system timers to create the random number. (Col. 57, lines 13-23) 
11. Claims 26, 29-32 are rejected under 35 U.S.C. 103(a) as being unpatentable 
Hirota et al. (hereinafter Hirota) U.S. Patent 6,856,431 in view of Tagawa et al. 
(hereinafter Tagawa) U.S Patent 6,615,192 and in view of Saxena et al. (hereinafter 
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Saxena) U.S. Patent 5,805,821 and further in view of Lau et al. (hereinafter Lau) United 
States Letter Patent Number 5,790,423. 
As per claim 26: 

The combination of Hirota, Tagawa and Saxena teaches all the subject matter as 
discussed above. Both references do not explicitly disclose a system comprising a 
digital signal processor. 

Lau in analogous art, however, discloses a system comprising a digital signal 
processor. 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the method disclosed by Hirota, Tagawa 
and Saxena to include a system comprising a digital signal processor. This modification 
would have been obvious because a person having ordinary skill in the art would have 
been motivated to do so in order not to provide a real-time digital signal processing. 
As per claim 31: 

The combination of Hirota, Tagawa, Saxena and Lau teaches all the subject 
matter as discussed above. In addition, Lau teaches a secure dynamic decryption 
means is stored in memory of the digital signal processor, and executed by the digital 
signal processor. (Col. 7, lines 4-18) 
As per claim 29-30 and 32: 

The combination of Hirota, Tagawa, Saxena and Lau teaches all the subject 
matter as discussed above. In addition, Lau further discloses a system wherein the 
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interface means is executed by the digital signal processor. (Col. 2, lines 50-Col. 3, line 
13) 

12. Claim 3 is rejected under 35 U.S.C. 103(a) as being unpatentable over Hirota et 
al. (hereinafter Hirota) U.S. Patent 6,856,431 in view of Tagawa et al. (hereinafter 
Tagawa) U.S Patent 6,615,192 and further in view of Ansell et al. (hereinafter Ansell) 
United States Letter Patent Number 6,367,019. 
As per claim 3: 

The combination of Hirota and Tagawa teaches all the subject matter as 
discussed above. Both references do not explicitly disclose decrypting a doubly 
encrypted title key stored in the media with a session key calculated while authorizing 
the media to produce a singly encrypted title key. 

Ansell in analogous art, however, discloses decrypting a doubly encrypted title 
key stored in the media with a session key calculated while authorizing the media to 
produce a singly encrypted title key. (Col. 7, line 19) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the method disclosed by Tagawa and 
Dolan to include decrypting a doubly encrypted title key stored in the media with a 
session key calculated while authorizing the media to produce a singly encrypted title 
key. This modification would have been obvious because a person having ordinary skill 
in the art would have been motivated to do so, as suggested by, Ansell (Col. 7, lines 20- 
22) in order not to have a secure communication between the media and the device. 
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13. Claims 33-37 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Hirota et al. (hereinafter Hirota) U.S. Patent 6,856,431 in view of Tagawa et al. 
(hereinafter Tagawa) U.S Patent 6,615,192 and in view of Saxena et al. (hereinafter 
Saxena) U.S. Patent 5,805,821 and further in view of Turgeon United States Publication 
Number 2003/0014371. 
As per claim 33: 

The combination of Hirota, Tagawa and Saxena teaches all the subject matter as 
discussed above. Both references do not explicitly disclose a non-secure interface(s) for 
accessing the unencrypted content of the medium. 

Turgeon in analogous art, however, discloses a non-secure interface(s) for 
accessing the unencrypted content of the medium. (Page 1, paragraph 12) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the method disclosed by Hirota, Tagawa 
and Saxena to include a non-secure interface(s) for accessing the unencrypted content 
of the medium. This modification would have been obvious because a person having 
ordinary skill in the art would have been motivated to do so in order to make the system 
versatile by allowing access to demos and samples. 
As per claim 34: 

The combination of Hirota, Tagawa, Saxena and Turgeon teaches all the subject 
matter as discussed above. In addition, Hirota further discloses a system comprising a 
security manager module. (Col. 9, line 66-Col. 10, line 2) 
As per claim 35: 
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The combination of Hirota, Tagawa, Saxena and Turgeon teaches all the subject 
matter as discussed above. In addition, Hirota further discloses a system wherein the 
secure interface(s) communicate with the security manager module and module 
communicates with the security engine. (Col. 58, line 54-Col. 60, line 13) 
As per claim 36: 

The combination of Hirota, Tagawa, Saxena and Turgeon teaches all the subject 
matter as discussed above. In addition, Hirota further discloses a system comprising a 
device driver, the security engine accessing the content and keys through the device 
driver. (Col. 10, lines 15-30) 
As per claim 37: 

The combination of Hirota, Tagawa, Saxena and Turgeon teaches all the subject 
matter as discussed above. In addition, Turgeon further discloses a system wherein 
each of the one or more engines for processing and transmitting audio, video or images 
further comprising a non-secure application programming for accessing unencrypted 
content of the medium. (Page 1, paragraph 12) 

Allowable Subject Matter 

14. Claims 8-12 are allowed. 

15. The following is an examiner's statement of reasons for allowance. 

16. Independent claim 8 is directed to a method of accessing an encrypted data file 
on a removable media with a dive. None of the prior art either taken alone or in 
combination teach or suggest method of accessing an encrypted data file on a 
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removable media with a device, the data file comprising frames having content, the 
method comprising: 

authorizing the media for a user session by a process comprising: 
calculating a media key; and thereafter 

calculating a media unique key from the media key; and thereafter 
deleting the media key; and thereafter 

calculating a session key from the media unique key; and thereafter 
deleting the media unique key. 
decrypting a doubly encrypted title key stored in the media with the session key 
to produce a singly encrypted title key; 

copying the singly encrypted title key from the media into a memory of the 
device; and 

decrypting the file by a process comprising: 

(a) calculating the media unique key; and thereaRer 

(b) decrypting the title key stored in the memory of the device with the 
media unique key; and thereafter 

(c) decrypting a group of frames; and thereafter 

(d) deleting the decrypted title key; 

(e) deleting the media unique key; 

(f) repeating (a) through (e) until the entire file is completed. 
Therefore, the claims are allowable over the cited prior art. 
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17. Claim 2 is objected to as being dependent upon a rejected base claim, but would 
be allowable if rewritten in independent form including all of the limitations of the base 
claim and any intervening claims. Claim 2 is allowed because it has similar limitations 
as claim 8. 

Claim 4, which is directly or indirectly dependents of claim 2 is also objected. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Shewaye Gelagay whose telephone number is 571-272- 
4219. The examiner can normally be reached on 8:00 am to 5:30 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on 571-272-3865. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



Shewaye Gelagay 
2/20/06 
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